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Eighth Semester B.Tech. Degree Examination, Febtuary 2021.
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'13.801 : GRYPTOGRAPHY AND NETWORK sEcUR|TY (R)

{Pases:3)

AnswerAl ouesiio.s, Each QLrest on carries 4 marks

K - 5600

(a) Expan how substtulion and perrnutaton technques used

(b) Discuss the use oiFesta slructure n DES and strength oi DES

10

10

tlli

Reg. No.

I Ds.rss Symmetric Cipher mode

2. Encrypt lhe message "ATTACK POSS BLE using Caesar cipher assum ng a

3 State Fermat's theorem and Eu ertheorem and prove t !snq the va Lres a=7 and
p=13

4. What are lhe f!nctions ofS/lMlMlE,

5. What are the mitat ons oi f rewalls?

PART - B

Answerone fullqueston from each lvlodu e Each question canes 20 marks
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OR

10
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7 (a)

(b)

I (a)

(b)

e. (a)

(b)

10 (a)

What are the diiierent block Cipher modes oi operai on n OES? 10

Itustrate DEA algorilhm 1o

Module - ll

Whalarethe ingredents of Pub c key Cryptosvstem? 8

Discuss SHA w th block drag ram and wr te SHA a gorithm 12

OR

Exp ain Difte-HeLman key exchange 5

consder Diffe-HellmEn key exchange wth common prme q=11 and a

( ) Showthat 2 s a primtive root oi T1 4

lii) liuserA has plblic key Yr =7 what is the private kev X/ ofA 5

(ii) f user B has vs =5 cornpute the kev that is exchanged 6

Module - lll

What are the securily services provded bv ESP and AFl? 10

(b) Whatarc bascfeatures of PGP?

1r (a) Expla n lPsec Architecture 10

(b) Expain transport and lunnelmode or Psec.



12. (a) Expla n Encrypted tunnels

(b)

13. (a)

(b)

(c)

Exp ain secure electron c transaction

OR

Explain SSL rccod Protocol

What are the capabiltjes of rrewal?

Conpare pa,.elI rer!dno aoolrcalo' evelgalewa!
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