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08.803 _ CRYPTOGRAPHY AND NETWORKS SECURITY (R)

(2008 scheme)

Exp a n tlre parameters and design choices that deterrnine the actua agorilhm oi

(10 x 4= 40 Ma*s)

K - 5397

PART-A

Answer allquestions Each queston carres 4 marks

I Expla n the d trerence behveen a uncondilonaly secure c pher and
conrPutaliona Y secure ciPher

3 what ls lhe d fference beb,veen coniusion and diffusion?

4 Prove that I(a rnodn)'(b modn)lmod n =(a-b)rnod n

5 !\hat s a trapdoor one way functon?

6 Expla n el ptc curve cryptogEphy

7 Whal a.e the properles ola dlgialsgnature?

8 Why s the segrnenlaton and reassembly funcuon nPGPneeded?

I whai are lhe services provided by PSec?

ro \ ftat sadualsgnatureandwhatis ts purpose?

ffi



tl Exp ain AES EncryPton algorithm

14 \a)

(b)

15 (a)

(b)

16 (a)

(b)

applcations of message authentication codes and hash

Expla n e ptic curve cryPlogBphy.

Module - lll

Disclrss about any three types oirirewalls

Whal do you mean by transport laver securilv?

OR

Expla n the d fferent modes of lPSecoperation

What are encryPted tunnels?

.,:t

AnsweroneiuL Queslion irom each module Each Iu question carries 20 marks

12. (a) Expain the dlfiercnt substituton techniques used in crvptography

(b) Discuss about the strensth ol DES

13 (a) Expain about public kev crvptosvstems Whatare ts applications?

(b) D scuss l,'lo5 hash algorithm

(3 x 20 = 60 lvlarks)


